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Bit of history

• 1900 BC — Non-standard hieroglyphs carved into the wall of a tomb from
the Old Kingdom of Egypt.

• 1500 BC — Some clay tablets from Mesopotamia.

• 600 - 500 BC — Hebrew scholars made use of simple monoalphabetic
substitution ciphers .

• 700 - 800 — Modern cryptographic era. Abu Yusef Ya’qub ibn Is-haq ibn
as-Sabbah ibn Omran ibn Ismail al-Kindi published the Book of
Cryptographic Messages
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Caesar’s cypher
Let us see how Caesar’s cypher works. It is just a simple substitution

Original text: QUANTUM INFORMATION IS VERY NICE

Cypher text: UYERXYQ MRJSVQEXMSR MW ZIVC RMGI
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Frequency of the letters
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Vigenère cipher — 1523
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Vigenère cipher

KEY: QUANTUM
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Vigenère cipher
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Enigma
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One-time pad
ASCII binary representation of the word qubit

Original: 01110001 01110101 01100010 01101100 01110100

key: 00101111 01100111 11000111 10101011 00111001

Binary addition leads us to the encoded text

Enconded: 01011110 00010010 10100101 11000111 01001101

The problem is them to assure the security of the key. Quantum mechanics
solves the problem!
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Quantum key distribution

Provides a way for Alice and Bob to share a cryptographic key in a secure man-
ner. This is possible due to the unique features of quantum mechanics.

In 1984, C. Bennett and G. Brassard used four qubit signal states that include
non-orthogonal pairs in order to develop a protocol for quantum key distribu-
tion that in known today as the BB84 protocol1.

Many other protocols appeared after this seminal work2.

1C.H. Bennett, G. Brassard, in: Proceedings IEEE Int. Conf. on Computers, Systems and
Signal Processing, Bangalore, India (IEEE, New York, 1984), pp. 175-179

2F. Xu, X. Ma, Q. Zhang, H.-K. Lo and J.-W. Pan, Rev. Mod. Phys. 92, 025002 (2020) 9/16



The BB84 protocol
Alice and Bob can communicate over a public classical channel and they can
also send qubits over a quantum channel.

Eve also has access to these channels and she wants to acquire information
without being detected, about the secret key that Alice and Bob will generate.
BB84 protocol says this is impossible.

Alice and Bob choses the following states for communication

B0 = {|ψ00⟩ = |0⟩ , |ψ10⟩ = |1⟩} and B1 = {|ψ01⟩ = |−⟩ , |ψ11⟩ = |+⟩}

These bases are called mutually unbiased since if any state of one basis is
measured in the other basis, the outcomes are always equally likely.
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The BB84 protocol
The protocol proceeds in four steps
• Alice generates two random bit sequences:

xn = x1x2 · · ·xn and yn = y1y2 · · · yn
and encode such sequences into a sequence of quantum states

|ψx1y1⟩ |ψx2y2⟩ · · · |ψxnyn⟩

and sends these n qubits over Bob.

x and y represents the bit she is trying to send and the choice of the
encoding (basis), respectively.
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The BB84 protocol

• First, let us assume there is no Eve and the channel is noiseless. Bob
gets exactly the state |ψxiyi⟩ sent by Alice.

Bob then generates a random sequence yn = y1y2 · · · yn and measures
the i-th qubit in the basis Byi to get the result xi. There is

◦ yi is Bob’s guess about the choice of the basis

◦ x′i is Bob’s guess of Alice’s xi bit

Let xn = x1x2 · · ·xn be the sequence that outcomes from this procedure.
If yi = yi (same choice of basis), then xi = xi (Bob correctly guesses
Alice’s encoding bit). Otherwise they are perfectly uncorrelated since the
basis are unbiased.
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The BB84 protocol

• Alice and Bob turns public their choices of the bases. In other words, they
publish in El Correo the strings yn and yn, but not the strings xn and xn.

They then discard all bits xn and xn for which yn ̸= yn, keeping the
shorter sequence of expected length n/2.

These remaining strings are identical and they can be used as a secret
key for cryptography.

In real applications, there will be always noise and Eve. To avoid this, the
protocol adds two more steps.
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The BB84 protocol

• Alice and Bob want to estimate the bit error rate. They then publicly (via
El Correo) compare a random sample of their remaining strings (half of
their bits chosen at random positions, for instance), and then discard all
the announced bits. They assume that the remaining bits have about the
same proportion of errors as those checked.

Next they want to correct these remaining errors (albeit at unknown
positions) to obtain two strings that agree in a high percentage of
positions with high probability. Remarkably this can be done (at the
expense of sacrificing some more bits) without giving everything away, if
the bit error rate is not too large.
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The BB84 protocol
The last step in the protocol is privacy amplification

• From the estimated bit error rate Alice and Bob can estimate the
maximum amount of information that an eavesdropper is likely to have
obtained about the remaining bits. From this information estimate they
use techniques of so-called privacy amplification from classical
cryptography to replace their strings by even shorter strings about which
the eavesdropper can have practically no knowledge whatever (with high
probability).

By following these steps, Alice and Bob can secretly share a cryptographic key
and safely use it for communication.
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That’s all Folks!
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